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tuong sir dung mang vin th6ng, mpg 
xa h6i de lira dao chiem doat tai san 

Kinh giri: 
- Cac So, ban nganh, doan the tinh; 
- UBND cac huyen, thi xa, thanh ph& 

Tir dau nam 2023 den nay, qua ding tac phong ngira, dau tranh tinh hinh 
toi pham sir dung mang vien thong, mang xa hOi de Era dao chiem doat tai san tren 
ca nuac tiep tuc dien bien,phirc tap, da xay ra mot so vu Era dao vOi luting lOn 
(Cyc Canh sat hinh str phoi hap vai Cong an Tay Ninh va cac dan vi lien quan pha 
IT lira dao xuyen quoc gia do ngirai Trung quoc cam dau bat 23 doi twang lira 100 
ngtrai vai so tien 400 t) clong; phat hien nhom 22 doi twang sir dung cong nghe 
cao, /floc not vai cac , twang ngtreei Dai Loan hoot dOng tai Campuchia thifc 
hien hanh vi chiem dogt tai san vai so tien han 29 t)'; clong). 

Rieng tren,dia ban tinh Tra Vinh tir dau nam 2023 den nay, Cong an tinh 
da tiep nhan tong so 24 vu trinh bao bi lira dao chiem doat tai san do dOi tugng sir 
dung mang vien thong, mang xa hoi (Ti"Ju Can: 06; Cau Ngang: 04; Tra Cit: 04; 
Cang Long: 04; Chau Thanh: 02; TPTV. 02; TXDH: 01; huyen Duyen Hai: 01), 
tong thiet hai la han 4,765 ty ding. 

Qua tong hop, phan tich cac vu sir dung cong nghe cao Era dao chiem dog 
tai san tren dia ban tinh, not len mot so phtrang fink, thit doan nhu sau: (1) chiem 
quyen sir dung mang xa hOi; (2) tao ra trang web, app vay tien de chiem doat tai 
san; (3) hot dOng trao doi, mua ban qua mang, thanh town hoa don tren san thuang 
mai dien tir, Tik Tok; (4) gia danh ca quan thuc thi phap 1114 qua mang Zalo de lira 
dao. Cu the: 

(1) Chiem quyen dieu khien tai khoan mang xa hoi cua nguai dUng 
(ngugi dang sinh song a nuac ngoai), sau do nhan tin cho nhung nguiyi trong danh 
sach ban be ciia tai khoan do (hien sinh song tai Viet Nam) de nher chuyen tier' 
ditm cho nguai than (so tai khoan do doi tugng cung cap) de chiem doat tai san. 

Thu doan phO bien la cac d6i tugng sir dung tai khoan facebook, zalo,... 
vai,  "116 sa ca nhan" thu hut nhu: La nguoi nuac ngoai (My, Anh) dang tham 
chitin a chitin true:mg Syria, Afganistan,... de ket ban vai bi hai, roi not vai bi hai se 
chuyen qua, tien ve Viet Nam nit& bi hai nhan va giu giUm. De tao niem tin cho bi 

cac doi Wang con giri anh biru pham va cac giay to lien quan den viec chuyen 
qua, lien cho bi hai va yeu cau nguei dan phai nop tien &mg phi nhan qua. 

D4c biet thoi gian On day, nam clinic tam 1)"/,ngtrai dimg mang xa hOi 
hien nay da canh giac vai thu doan Era dao bang tin nhan nhiy chuyen tien, cac dOi 
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tugng da sir dung 	down tinh vi hon, lgi dung cong nghe Deepfakel  de lam gia cuOc g9i 
video nham chiem doat tai san, trong d6: 

- Thong qua mang Internet, cac doi tugng da thu thap hinh anh, gi9ng not 
cua nguoi dung teen mpg xa hOi, sir dung cong nghe Deepfake (thong qua cac 
phan mem: Avatar6, MyHeritage, Morphin, DeepFakeLab, Faceswap... Ave 
chia se tren internet) tao anh dOng, video gia mao nguoi dung clang not chuyen 
tr‘rc tuyen voi ding khuon mat, am dieu gi9ng not va each xung ho. 

- DOi tugng tao lap tai khoan gia mao tren mang xa hOi trUng thong tin Va 
anh dai dien voi nguoi dung, ket ban voi nan nhan trong danh sach ban be va nhan 
tin vay mugn tien theo kich ban san c6.. Trong mot so trirong h9p, doi tugng chiem 
doat tai khoan mang xa hOi cua nguM dUng de tvc tiep than tin cho cac nan nhan 
trong danh sach ban be. De tao long tin voi ,nan nhan, doi tugng truyen tai 
Deepfake video c6 san len kenh video call, khien nan nhan nhan ra hinh anh va 
gi9ng not cua nguiyi quen va nhanh ch6ng chuyen tien theo yeu cau cua dOi tugng. 

(2) Gia danh co quan thuc thi phap luat (Canh sat giao thong, Ca quan 
dieu tra, Vien kiem sat...), nhan vien bud dien, dien Arc, sir dung mang vfen thong 
(VoIP) yet' cau nguoi dan phai nOp tien vao cac tai khoan de dong tien phat, kiem 
tra, nhat la hien nay lgi dung viec cap nhat thong tin thue bao di dOng, cac dOi 
tuong da gia danh cac nha mang viL thong lien lac nguiyi dan de thu thap thong 
tin ca nhan, thong tin tai khoan ngan hang, ma OTP... de chiem doat tai san. 

(3) Lira ciao qua hoat dOng trao dOi, mua ban qua mang: 

- D'Oi tugng thong qua mang Internet clang bai tuyen cong tac vier' tuong 
tac lam viec online teen cac,  san thuong mai dien tir gia mao Shopee, Lazada, 
Tiki,...de dugc twang hoa hong tir 10 den 30% gia tri m6i don hang. Sau khi bi 
hai lien he dugc dOi tugng gui link web gia mao Shopeemall de lap tai khoan, 
chuyen tien den cac tai khoan ngan hang . doi tuong cung cap de thgc hien tao mua 
don hang c6 san de 

de 
huons hoa hong thi cac doi tugng kh6a trang mang, 1)6 so 

dien thoai lien lac de xoa dau vet va chiem doat tai san cua bi hai. 

- DOi tugng g9i dien loi keo, du do bi hai tham gia theo dai tiktok, nghe 
nhac MP3 de dugc tra cong tir 10.000 dOng den 50.000 dung/1 lan, lap tai khoan 
tren mot trong cac trang web Corona, Goruurl.com, SX38.com, ua8wglfq.com  (cac 
trang web nay c6 giao dien giong vui cac trang web danh bac), dat the lenh tai/xiu 
hoc chL/le de duvc htrang hoa h6ng tir 30% den 65% tren tong so tien moi lan d4t 
aux; sau mgi lan bi hai chuyen tien den tai khoan ngan hang doi tuong cung cap se 

1  La cong nghe,img ding tri tue nhan tao (AI) tao ra cac san pham dog nghe am thanh, hinh anh 
va video lam gia cac doi Wong ngoai d6i thirc voi d6 chinh xac rat cao. Dua tren tep tin hinh anh khu6n 
mat, giong not cua mot nguoi ngoai doi thuc, Deepfake se sir dung thuat toan de tai tao khuon mat va 
giong not phii hop voi net mat, bieu cam dm mot ngu6i khac, sau do tao ra video gia mao hoan toan doi 
tuong ngoai d6i thuc. Votcong nghe Deepfake, video gia mao c6 d6 chinh xac cao, rat kilo phan Net that 
gia. Tuy nhien, video do doi Wong tao san thuong co not dung chung chung, kh6ng phu hop hoan toan voi 
ngit canh thuc to giao tiep voi nan nhan, c6 the khien nan nhan nghi ng6, phat hien. De the lap khuyet diem 
ten, cac doi tugng thu6ng tao ra video voi am thanh kh6 nghe, hinh anh khong ro net giong cu6c goi video 
c6 tin hi'eu chap chop doge thuc hien trong khu vuc phil song di d6ng/wifi yeu. 
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dugc doi tugng giri qua Telegram cho bi hai mot hgp dong cam ket khach hang ten 
Ong ty Co phan Tai chinh HANDICO hoac Cong ty tai chinh TNHH MB 
SHINSEL cam ket bao hiem an toan 100% von cho bi hai. Sau do, doi tugng huong 
dan bi hai lien he qua Telegram gap chuyen gia de disc hirong dan dat cugc. Ban 
dau vOi so tien it, doi tuong cho bi hai rut tien ye tai khoan ngan hang, khi bi hai 
chuyen so tien lon va yeu cau 	tien thi dOi tugng tao ra nhieu Vi do nhu sai so tai 
khoan ngan hang, bi hai dat cugc sai 	khong cho bi hai rut tien. Doi tugng 
du do bi hai chuyen them tien thi chan lien lac, xoa tai khoan cua bi hai. 

- D6i tugng tao cac tin nhan gia mao cac ngan hang thuong mai (SMS 
Brandname) vai not dung thong bao khach hang da clang ky, kich boat dich vu 
(nhieu dich vy khac nhan ,do cac cloi tuveng nghi ra nhu: quang cao tren Tiktok, 
dich vy tai chinh toan cau...) có mirc phi sit'. dung moi thang tir 3.000.000d 
6.000.000d, neu muon huy thi truy cap vao cac duong dan (doi tuveng sir dung rat 
nhieu clithng dan gia mao trang web ctia ngan hang lilac: http://vietinbank.com.vn-
vb.top, http://vpbank.corn.vn-vb.top, http://scb.corn.vn-as.life, http://msb.corn.vn-
sx.top...), muc dich la du do khach hang truy cap vao trang web gia mao ngan 
hang. Rat nhieu nguai do nham tuang la tin nhan thong bao cua ngan hang nen da 
thuc hien theo, dan den bi chiem quyen truy cap tai khoan ngan hang va bi chiem 
doat toan b9 so tien có trong tai khoan. 

, 	(4) Cac d6i tugng thanh lap Cong ty binh phong, tao cac irng dung gia, 
tuyen dung nhan vien giao cho nhiem,vu goi dien, mao danh nhan vien 	cac 
ngan hang,,dua ra thong 	gian doi ve viec ngan hang cho vay han mirc tir 10 — 
100 trieu dong vai lai suat 0%, khach hang chi phai &rig phi bao hiem tien vay tir 
1.700.000 d6ng — 3.895.000 d6ng, tuy vao s6 tien vay. Sau khi "khach hang" dong 

va lua ch9n mirc vay, se cung cap thong tin de lam hop dong,vay tien. Sau dO, 
doi tugng yeu cau 	phai chuyen lai phan tram so tien vay, tien phi de kiem tra 
rOi meri giai ngan so tien vay. Sau khi nguai dan chuyen tien vao thi doi tugng 
khoa trang mang va chiem doat tai san. 

(5) M9t s9 d6i,tugng sir dung khong gian mang (qua email, mang xa. h9i 
Facebook, Zalo, tin nhan...) mao danh lay ten, nam sinh 	cac clOng,chi Lanh 
dao tinh, Lanh dao cac So, Ban, Nganh (cdp tinh), cac den (cap huyen) 
trong tinh tao ra cac tai khoan gia, thu dien to gia mao giri den m9t so to chirc, ca 
nhan trong va ngoai tinh de -aux hien hanh vi lira dao, true lqi, chiem doat tai san. 

(6) M9t so thii doan mai xuat hien thai gian gan day: 

- D6i tugng gia danh nhan vien Benh vien, giao vien de lien he voi nguai 
dan, thOng bao nguiyi than bi tai nan, can tien phau thuat gap va yeu cau nguai 
dan phai chuyen tien vao tai khoan,  do doi tugng cung cap de dOng tien vien phi. 
Sau khi nguai dan chuyen tien thi doi tugng chiem doat. 

- D9i tugng tao gia cac gidy to nhap vien ciaa cac Benh vien, sau do dua 
len cac trang mang xa 119i thong bao nguai than bi tai nan, bi benh nang can tien de 
&rig vien phi, phdu thuat gap va keu g9i tir thien. Khir  cac nha hao tam chuyen tien 
vao tai khoan do d6i tugng cung cap thi d6i tircmg chiem doat. 
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Cong an tinh nh4n dinh: Nhang thir doan chiem doat tai san da neu tren 
rat tinh vi, doi tugng cau ket thanh bang nhom, c6 co cau to chirc chat the hoat dOng 
lien tinh, xuyen quoc gia; c6 phan cong vai tro rat cu the nen kilo dau tranh, xix 
1.T, van c6 nhieu nguai bi hai. Thai gian qua, Cong an tinh da c6 thong bao rOng rai 
thir doan tuong tit, thirc hien dinh kST hang thang. Tuy nhien, mot so nguai dan tren 
dia ban van con bi lira, thieu y fink canh giac tOi pham, trong do dang luu y mot so 
truang hgp bi hai la can bO, clang vien, cong chirc teen dia ban tinh. 

De chit dOng phong ngira, ngan chan c6 hieu qua loai toi pham nay ten dia. 
ban, COng an tinh Tra Vinh thong bao mot so thir doan neu tren den cac Si, ban 
nganh, doan the tinh va UBND cac huyen, thi xa, thanh ph6 biet, d6ng thai phoi hgp 
thirc hien mot so not dung sau: 

1. T6 chirc quan triet, ph6 bien cac phirung thirc thir doan neu teen den can 
b9, dang vien, cong chirc, vien chirc va nguai lao Ong tai don vi nam, chit dOng ap 
dung cac bien phap phong ngira, dau tranh. Theo chirc nang, nhiem vv dugc giao 
day manh tuyen truyen cho nguai dan, doanh nghiep nam cac phuang 	thu 
doan neu teen biet, chit dOng phong, chong, trong do tap trung tuyen truyen mot so 
not dung sau: 

- Khi sir dung mang Internet, mang vien thong can het sirc chit 3"/ khi lam 
quen, ket ban tren mang cung nhu cac hoat Ong chuyen tien, tranh tra thanh bi hai 
cua cac doi tugng lira dao. 

- Khi than dugc cac cuOc pi la, nhdt la cac d6i tugng gia danh nhan vien 
buu dien, nha mang vier' thong, gia danh can 1)0 COng an, Vien kiem sat, Taa an,... 
co ddu hieu nghi van, phai binh tinh, khong lam theo yeu cau hoac lam theo dan du 
barn cac phim so ten may dien thoai. Tuyet doi khong dugc cung cap thong tin ca 
nhan, thong,  tin tai khoan, ma OTP, the tin dvngy  trong cac twang h9p khong 
quen Net doi tugng, nhdt la cac d6i tugng yeu cau cung cap thong tin qua dien 
thoai; KhOng chuyen tien vao cac tai khoan theo yeu cau cua nguai la. 

- D6i vai thir doan d6i tugng chiem quyen dieu khien tai khoan mang xa 
h9i, sir dvng cong nghe Deepfake gia danh ban be, nguai than,... khi nhan dugc 
bat kST tin nhan vay mugn tien, nap the dien thoai thong qua mang xa hOi, can c6 
bien phap kiem tra, g9i dien trvc tiep,  qua so dien thoai nguai nhan 	xac thirc 
thong tin truck khi thvc hien viec chuyen tien, nap the dien thoai. 

- Truck cac tin tire giat gan, nhang trang mang khong rO ngu6ri g6c teen 
mpg Internet va mang xa h9i, tuyet 

can  
khong truy cap vao xem. Trong truang 

hgp la tay truy cap,  vao duang link, can nhanh chong thay doi mat khau cira trang 
ca nhan de tranh mat tai khoan. 

- De cao canh giac tru6c cac thir doan cho vay lai nang qua cac irng dung 
(App); Khon4 vay tien qua cac App hog dOng trai phep tren khong gian mang, 
khong cung cap cac thong tin cira ban than va nguai than, ban be cho cac doi tugng. 

2. De nghi So. Thong tin va Truyen thOng phi hgp vai cac COng ty Vien 
thong tren dia ban (Vinaphone, Mobifone, Viettel,...) co bien phap tuyen truyen 
pH) bien Ong rai thir doan cua loai tOi pham nay den cac thue bao di dOng tra 
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trirac, tra sau tren dia ban de biet phong ngira. DOng tined, phi hop voi Cong an 
tinh va cac co quan lien quan day manh cong tac nam tinh hinh, dieu tra, phat hien 
va xi' ly nghiem theo quy dinh cua phap luat doi \Tod cac doi tugng c6 hanh vi mua 
ban sim khong chinh chu (sim rac), hanh vi lira dao, trvc lgi, chiem dog tai san 
tren khong gian mang. 

3. De nghi Ngan hang Nha nuac Viet Nam chi nhanh tinh Tra Vinh chi 
dao cac Ngan hang thuang mai, To chirc tin dung tren dia ban tuyen truyen den 
can 	cong nhan vien chirc tranh truang hgp bi doi tugng lira dao chiem doat tai 
san. Dac biet, can tuyen truyen,den cac nhan vien giao dich tai cac quay dm ngan 
hang, to chirc tin dung... 	nam cac truang hgp 	ti'en, chuyen tien cua nguai 
dan va tich cgc giai thich, thong bao cho nguai dan Net dugc thu clop pham tOi 
cua dOi tugng sir,  dung cong nghe cao, nhat la cac hanh vi lira dao chiem doat tai 
san. Dong thai, can chii y giam sat, kiem tra cac tai khoan c6 cac dau hieu nghi van 
nhu: Cac tai khoan do nguai or khu vuc nong them, vimg sau, \Tang xa,dang 14 ma 
va 	dich vu Internet banking, ngay sau khi mO• da co cac khoan tien lan (hang 
tram trieu,  long) chuyen den, cac tai khoan nay bi 	tien tai cac ATM nuac 
ngoai,... de c6 bien phap xir ly va cung cap cho co quan Cong an. Ngoai ra, tang 
cueing kiem tra, ra soat quy trinh, giam sat chat viec mo tai khodn, phat hanh the 
cho khach hang de pith hien, xir 13",  cac truang hap sir dung Giay Chirng minh nhan 
dan gia, Giay Chirng minh than dan ctia nguai khac mo tai khodn, hanh vi thu 
thap, mua ban tai khoan ngan 	nharn kip thai ngan chan thiet hai ye tai san 
ctia nhan dan. 

M9i nguai dan khi phat hien c6 dau hieu nghi van d6i tugng sir dung 
mpg vien thong, mang xa‘hOi lira ciao chiem dog tai san phai kip thai bao ngay 
vai ca quan Cong an not gan nhat hoac Phong Canh sat hinh su Cong an tinh Tra 
Vinh (so dien thoai 0294.3842.974) de tiep nhan, kip thai diet' tra xir 15/. 

COng an tinh Tra Vinh rat mong dugc su quan tam, phOi hgp cua quy co quan./. 
Noi nhOn: 
- Nhu tren (de pho'i hop tuyen truyen); 
- TT. Tinh uy, UBND tinh (de bao cao); 
- D/c Giam d6c (bao cap); 
- Cac D/c Pho Giam d'Oc (ph6i hop chi dao); 
- Tieu down Canh sat co dOng (de biet); 
- Trai giam Ben Gia (de biet); 
- Cong an cac don vi, huyen, TX, TP (th/dOi); 
- Luu: VT — PTM, CSHS (DOi 5). 
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